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Agenda

1. Einleitung  Motivation fiir das Thema
Analyse und Reparaturverfahren

Arten vonBlockschaden

2. Friherkennung von Blockkorruptionen verbessern

db_block checksum
db_block checking

db_lost_write protect



Die abenteuerliche und riskante Reise eines Oracle Datenblocks
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Note 1900359.1 Transient Corruption in OVM Linux - Reread finds a valid block version

ﬁKnown Corruption issues caused by 3rd party Sbftwarel Hardware Provider (Doc ID 1323649.1)
Note 1587427.1 Block Corruption (ALL ZERO) detected after reclaiming space on Veritas Filesystem

Note 1545366.1 Physical Corrupted Blocks consisting of all Zeroes indicate a problem with 0OS, HW or Storage

ol

Note 373595.1 ORA-1578 ORA-27047 ORA-27048 Corrupt blocks when using RMAN / NetBackup

Note 2035575.1 ORA-1578 Database Corruption with String int_WriteData by dbclient log in NetBackup / RMAN
Note 1323567.1 ORA-1578 blocks overwritten by EMC Networker - RMAN Networker Module for Oracle (NMO)
Note 1313454.1 ORA-1578 Block overwritten with string "DiskDescription cyl alt hd sec” when using Symantec / Veritas
MNote 1323108.1 ORA-1578 Data Block Corruptions when using EMC Storage. Blocks with 0xc9 byte

Note 1323532.1 ORA-1578 ORA-354 ORA-600 [3020] Misplaced blocks by Symantec / Veritas after adding LUN

Note 1525108.1 ORA-1578 Misplaced blocks against datafiles stored in NFS filers

Note 1923358.1 ORA-1578 Misplaced blocks against datafiles stored on LINUX in NFS filers

Note 1487957.1 ORA-1578 ORA-353 ORA-19599 Corrupt blocks with zeros when filesystemio_options=SETALL on ext4 file system using Linux

Note 1486903.1 ORA-1578 Transient Corruption - Caused by Parity Error on EMC DMX4

Note 1512717.1 Database Corruption due to Lost 10 on Hitachi storage. ORA-600 [kdsgrp1] ORA-1499 ORA-1410 ORA-600 [3020]

Note 779711.1 ORA-354 ORA-353 Corrupt Redo Log Block Header against online redolog using EMC/Cisco SANTap Service

Note 1498389.1 ORA-354 Redo log corruption when using Xisgo Driver

Note 1512717.1 Database Corruption due to Lost IO on Hitachi storage. ORA-600 [kdsgrp1] ORA-1499 ORA-1410 ORA-600 [3020]

Note 1675764.1 Database Corruption due to stalejold blocks after EMC SRDF/A DR switchover - ORA-600 [25027] ORA-600 [kdsgrp1] ORA-8103 OF
Note 1905184.1 Database Corruption due to lost write while using EMC DATAMOVER
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Top 5 Regeln gegen schleichenden Datenverlust
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1. zertifizierte Kombinationen

L[ 2. Prifsummen, wo moglic

HARD Initiative
Data Integrity Initiative

CRMAN Validai®

4. regelmalige Validierungenbisk Scrubbing
Bander umschreiben

3. Endezu-Ende Prifsummen

5. gespiegelte Daten



Validierungs, Analyse und Reparaturwerkzeuge

RMAN report /validate X BMRimmer auRer: datdile headerblock (block 1jDoc ID 144911.1

DBV

DBMS_H Ml analyzetable X validate structure cascade

ORA1578 Troubleshooting Tool (Doc ID 1567169,1) | DAIAPUMRBug1zsaa07matapump expaientl

skipscorrupt block that preduce ORE578

Troubleshooting AssistanDoc 1D1543698.2) Handling Oracle Block
GetAssistance to understand and solve Oracle Database Server Corrupli@wrruptions (Doc ID 28814.1)

TroubleshootingAssistant: Handling Block Corruptions @racle7/8/8i/9i/10g/11g (Doc ID 1598103)2

hcheck.sql- This script is for use mainly under the guidance of Ordslgport
Scriptto Checkior KnownProblems in Oracle8i, Oracle9i, Oracle10g, Oraclamii@racle 12c (Doc ID 13669Y.]
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undokumentierte Parameter
_allow_resetlogs_corruption
_allow_terminal_recovery_corruption
_allow_read_only_corruption hN} Of S { SNIIA OF
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ORA752
ORA753
ORA754
ORA756
ORA758
ORA1410
ORA1498
ORA1499
ORA1578
ORA8102
ORA8103
ORA26040

ORAG600[12700]
ORA600 [13011]
ORA600 [13013]
ORAG00 [13030]
ORAG00 [2103]
ORA600 [25012]
ORAG00 [25026
ORAG00 [25027]
ORAB00 [2662]
ORA600 [3020
ORAB00 [4000]
ORAB00 [4097]
ORA600 [4137

ORAG600 [4193]
ORA600[4194]

ORAG600 [4512]

ORAG600 [4552]

ORAG00 [6006]

ORAG600 [6101]

ORAG600 [6856

ORAG600 [kcbz_check _objd typ 3]
ORAG600 [kdblkcheckerror]
ORAG600 [kddummy_blkchk]
ORAGO0O [ktadrprel]
ORAG00 [ktbdchk1bad dscn]
ORAGO0O [ktsircinfo_num1]
ORAG00 [gertbfetchbyrowidi

Memory / Controlfile / Redo / Undo / Temp / Index / Tabelle / Partition / L(



Unterschiedliche Prifsummen flr unterschiedliche Korruptionsarten

Physische Korruption

Logische Korruption

Korrumpierte Schreibvorgange



Unterschiedliche Prifsummen flr unterschiedliche Korruptionsarten

Physischer Defekt

auch:  physicallycorrupt
fractured
incomplete
mediacorrupt

db_block checksum TYPICAL



Unterschiedliche Prifsummen fur unterschiedliche Korruptionsarten
Logischer Defekt

auch: logically corrupt -==tF->
software corrupt X210 1 |l Z--H- > X

soft corrupt

intra-Block inter-Block

OFF
db_Dblock checking



Unterschiedliche Prifsummen flr unterschiedliche Korruptionsarten

StrayWrites

auch;: lost writes
misdirectedwrites

phantom writes

torn writes
data path corruption

parity pollution

OFF
db lost write protect



Unterschiedliche Prifsummen flr unterschiedliche Korruptionsarten

Nologging

)

RMAN> report unrecoverable;

Keine
oder Abfragen gegen: v$datafile automatische
vénonlogged_block Warnung

v3backup_ nonlogged
v$copy_ nonlogged



Unterschiedliche Prifsummen flr unterschiedliche Korruptionsarten

Physische Korruptior—> db_block checksum halb an
Logische Korruption—> db_block checking AUS
Korrumpierte Schreibvorgange—> db_lost write protect AUS

AUS



Was empfiehlt Oracle ?

EmpfehluncgausDoclID 1302539.1 BestPractices for Corruption Detection
Preventionand AutomatidRepair- in a Data Guardonfiguration

Configure at Primary Database:

e DB _BLOCK_CHECKSUM=FULL
e DB_BLOCK_CHECKING=FULL or MEDIUM
e DB_LOST_WRITE_PROTECT=TYPICAL

Vorgaben in 11g/12c:

A TYPICAL
A OFF
A NONE

Oracle empfiehltund warnt zugleich!




Performanceeinfluss laut Dokumentation

11g/ 12c Oracld&referenz

db_block _checksum

Typical: 1- 2%
FULL: 4 -5%

db_block checking

1- 10% je nach Workload

oder hoher
bzw. viel hoher

db_lost_write protect

Vernachlassigbar ,

evtl. erhohtes Redoaufkommen




TYPICAL

protect=

lost_write

(ohne Patches) db
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zwel Tage nach db_block checking=FULL

Anruf vom Datawarehouse Kollegen: Upd&iatement scheint zu stehen



36 Mdoglichkeiten und drei Vorgabeqwas ist die optimale Kombination?
db_block checksumdb_block checking db_lost write_protect

1. off off none
2. off off typical
3. off off full
4. off low none
5. off low typical
6. off low full
7. off  medium none
8. off medium typical
9. off medium full
10.off full none
11.off full typical
12.off full full
13. typical  off none <€ Vorgabe
14.typical off typical
15.typical off full
16.typical low none
17.typical low typical
18.typical low full
19.typical medium none
20.typical medium typical
21.typical medium full
22 typical full none
23.typical full typical
24 typical full full
25.full off none
26.full off typical
27.full off full
28.full low none
29.full low typical
30.full low full
31.full medium none
32. full medium typical
33.full medium full
34.tull full none
35. full full typical

36.full full full






